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ABSTRACT 

 

This research article investigates the increasingly complex intersection of cyber risk, environmental policy, and 

corporate governance within the global financial system. As firms navigate a landscape characterized by "pirates 

without borders," the propagation of cyberattacks through supply chains presents a systemic threat that transcends 

individual corporate boundaries. By synthesizing traditional economic tools, such as cost-benefit analysis (CBA), 

with contemporary risk-based policy frameworks, this study explores how regulatory mandates-ranging from the 

Sarbanes-Oxley Act to modern cybersecurity governance protocols-influence firm value, innovation efficiency, and 

market liquidity. The analysis delves into the theoretical underpinnings of decision-making under deep uncertainty, 

particularly in the context of major industrial and digital risks. It further examines the role of social cost-benefit 

analysis in societal decision-making, arguing for a paradigm shift from reactive mitigation to proactive, pre-mortem 

risk management. Key findings suggest that while disclosure requirements and ESG performance metrics drive green 

investment and transparency, they also expose firms to vulnerabilities regarding trade secrets and information 

security. The article concludes by proposing a strategic, risk-based policy framework that aligns institutional 

management of risk with the preservation of firm value and systemic stability. 

 

 

Keywords: Cybersecurity Governance, Cost-Benefit Analysis, Firm Value, Systemic Risk, Supply Chain 

Vulnerability, Environmental Policy, Risk Management.

INTRODUCTION  

The modern global economy is currently undergoing a 

fundamental transformation in the way it conceptualizes 

and manages risk. Traditionally, risk was often viewed 

through a siloed lens, where environmental hazards, 

financial volatility, and operational disruptions were 

treated as distinct phenomena requiring specialized 

responses. However, as the digital and physical worlds 

converge, the emergence of "cyber-physical" systems 

has created a new class of systemic threats that do not 

respect traditional boundaries. The propagation of 

cyberattacks through firms’ supply chains, often 

described as a phenomenon involving "pirates without 

borders," exemplifies this shift toward a more 

interconnected and volatile risk environment 

(Crosignani et al., 2023). In this context, the challenge 

for both corporate leaders and public policymakers is to 

develop a robust understanding of how these risks 

interact with established economic indicators such as 

stock market liquidity, innovation efficiency, and overall 

firm value. 

At the heart of this challenge lies the tension between the 

need for rigorous, data-driven decision-making and the 

inherent uncertainties of the digital age. For decades, 

cost-benefit analysis has served as the gold standard for 

evaluating public policy and environmental regulations 

(Pearce, 1998). Yet, when applied to the realm of cyber 

risk and systemic financial stability, the traditional CBA 

model encounters significant friction. The "pre-mortem" 

analysis of the US financial system indicates that the 

interconnectedness of modern banking and payment 

systems means a single breach at a critical node can lead 

to cascading failures that defy simple quantification 

(Eisenbach et al., 2022). This necessitates a re-

evaluation of how governments and firms manage risk, 
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moving beyond simple compliance toward a more 

strategic and holistic form of governance. 

Furthermore, the regulatory landscape itself has become 

a source of both protection and complexity. The 

Sarbanes-Oxley Act, for instance, fundamentally altered 

the requirements for corporate disclosures regarding 

information security activities, yet its long-term impact 

on the actual resilience of firms remains a subject of 

intense academic debate (Gordon et al., 2006). 

Simultaneously, the rise of ESG (Environmental, Social, 

and Governance) performance metrics has introduced a 

new variable into the equation of firm value. Green 

investors are increasingly influential in shaping 

corporate behavior, particularly in emerging economies 

like China, yet the pressure for transparency often 

clashes with the need to protect trade secrets and 

sensitive intellectual property from cyber exploitation 

(Feng et al., 2024; Ettredge et al., 2018). 

Despite the proliferation of research in these individual 

areas, there remains a critical literature gap regarding the 

synthesis of cybersecurity governance with 

macroeconomic policy tools like CBA. Most existing 

studies focus either on the technical aspects of cyber 

defense or the economic impact of environmental 

regulations. There is a dearth of comprehensive analysis 

that bridges the gap between the "social cost" of systemic 

failure and the "private benefit" of corporate innovation 

and diversification (Gao et al., 2015). This article seeks 

to address that gap by exploring how a risk-based policy 

framework can integrate these disparate elements into a 

unified strategy for protection and compliance. 

METHODOLOGY 

The methodology employed in this study is a multi-

dimensional theoretical synthesis that integrates 

qualitative policy analysis with quantitative economic 

modeling principles. The research utilizes a "case 

survey" approach to examine the evolution of risk 

management policies across different jurisdictions and 

sectors. Central to this approach is the application of the 

ALARP (As Low As Reasonably Practicable) principle 

within the broader framework of cost-benefit analysis. 

This allows for a nuanced exploration of how trade-offs 

are made between safety investments and economic 

productivity (Aven & Abrahamsen, 2007). 

The study relies on a comprehensive review of 

secondary data from peer-reviewed journals, 

government reports (such as the House of Lords Select 

Committee on Economic Affairs), and international 

policy proceedings. By analyzing the "pre-mortem" data 

provided by the US financial system studies and the 

propagation patterns of supply chain attacks, the 

research constructs a theoretical model of systemic 

vulnerability. This model is then tested against 

established theories of firm value, specifically looking at 

how variables such as book-tax differences, dividend 

payouts, and market liquidity react to perceived changes 

in the risk environment (Dyussembina et al., 2024; Fang 

et al., 2009). 

To ensure a "publication-ready" depth of analysis, the 

methodology also incorporates a pluridisciplinary 

perspective on major risks and decision-making under 

uncertainty. This involves drawing on the "eight key 

principles" for improving government policy on risk, 

which emphasize stakeholder engagement, 

transparency, and the integration of diverse risk 

perspectives (Aven & Renn, 2018; Merad et al., 2016). 

The methodology prioritizes the "value of safety" as 

determined by national sample surveys, ensuring that the 

human element of risk perception is balanced against the 

cold calculations of economic efficiency (Jones-Lee et 

al., 1985). Finally, the research incorporates the most 

recent advancements in artificial intelligence and 

cybersecurity governance to propose a forward-looking 

policy framework that is both risk-based and 

technologically adaptive (Nayeem, 2025). 

Theoretical Foundations of Cost-Benefit Analysis and 

Public Policy 

The application of cost-benefit analysis (CBA) to public 

policy is perhaps one of the most enduring and 

controversial exercises in economic history. At its most 

basic level, CBA is a tool for rationality, designed to 

ensure that the scarce resources of a society are allocated 

in a manner that maximizes aggregate welfare (Weimer, 

2008). In the context of environmental policy, this often 

involves placing a monetary value on non-market goods, 

such as clean air, biodiversity, and human health. While 

this approach has been criticized for reducing complex 

moral and ecological issues to a single ledger, it remains 

the primary mechanism by which governments justify 

regulatory interventions (Pearce, 1998). 

However, the transition of CBA from environmental 

policy to risk management introduces new layers of 

theoretical complexity. When we speak of "managing 

risk," we are essentially dealing with the valuation of 

future contingencies that may or may not occur. This 
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leads to the concept of the "social cost-benefit analysis" 

in societal decision-making, which must account for 

large uncertainties and low-probability, high-impact 

events (Jones-Lee & Aven, 2009). The traditional focus 

on "expected value" (the probability of an event 

multiplied by its impact) often fails in the face of risks 

like a systemic cyberattack or a global financial 

meltdown, where the impact is so great that it renders the 

probability calculation nearly meaningless. 

This theoretical tension is further exacerbated by the 

"ALARP" process. The principle that risks should be 

reduced to a level that is "as low as reasonably 

practicable" requires a constant balancing act between 

the costs of further safety measures and the incremental 

benefits of risk reduction (Aven & Abrahamsen, 2007). 

In the realm of cybersecurity, this is particularly difficult 

because the threat is sentient; unlike a natural disaster or 

a mechanical failure, a cyber-pirate will actively adapt to 

new safety measures. Therefore, the "benefit" of a 

security investment is not a static reduction in risk but a 

temporary shift in the adversarial balance of power. 

Furthermore, the institutional management of risk is 

often hampered by bureaucratic inertia and a lack of 

clear principles for government intervention. The House 

of Lords (2006) report on the management of risk 

highlighted a significant gap between the theoretical 

goals of policy and the practical execution of risk-based 

governance. Governments often oscillate between over-

reaction (following a major incident) and under-

preparedness (during periods of stability). To correct 

this, Aven and Renn (2018) propose eight key principles 

that emphasize the need for a scientific basis for risk 

characterization, the importance of considering public 

values, and the necessity of robust monitoring and 

evaluation systems. These principles serve as the 

bedrock for the "Adaptive Governance" model discussed 

later in this article. 

Firm Value, Innovation Efficiency, and the Impact of 

Global Diversification 

The relationship between a firm's internal strategy and 

its external market value is mediated by its ability to 

manage risk across global boundaries. Innovation 

efficiency-the ability to convert research and 

development (R&D) inputs into high-value outputs-is a 

primary driver of long-term firm value (Gao et al., 2015). 

However, innovation is inherently risky. Firms that 

pursue global diversification as a means of spreading 

risk and accessing new markets often find themselves 

exposed to a wider array of regulatory environments and 

operational threats. 

In this context, the role of financial indicators such as 

book-tax differences and dividend payouts becomes 

critical. Research by Dyussembina et al. (2024) suggests 

that the way a firm manages its tax obligations and 

returns capital to shareholders provides a signal to the 

market about its underlying quality and risk profile. 

Firms with transparent tax practices and consistent 

dividend policies tend to be valued more highly, as they 

reduce the information asymmetry between management 

and investors. However, this transparency can be a 

double-edged sword. As Ettredge et al. (2018) point out, 

the disclosure requirements associated with modern 

financial reporting can inadvertently reveal trade secrets 

or expose vulnerabilities that cyber-adversaries can 

exploit. 

The valuation of a firm is also deeply tied to the liquidity 

of its stock. Market liquidity-the ease with which shares 

can be bought or sold without significantly affecting the 

price-serves as a buffer against volatility (Fang et al., 

2009). When a firm is perceived to be at high risk for a 

major cyber breach or environmental disaster, its 

liquidity often dries up as investors flee toward safer 

assets. This "liquidity premium" suggests that risk 

management is not just about preventing accidents; it is 

about maintaining the financial flexibility necessary for 

survival and growth in a competitive global market. 

Moreover, the rise of ESG performance as a metric for 

firm value has introduced a new dimension to innovation 

efficiency. In China, green investors have become a 

powerful force in pushing firms toward environmentally 

sustainable practices (Feng et al., 2024). This "green 

pressure" can lead to improved innovation as firms seek 

more efficient ways to operate. However, it also requires 

a new form of corporate governance that can manage the 

complex trade-offs between environmental compliance, 

financial performance, and digital security. The 

challenge for the modern CEO is to innovate in a way 

that is "green," "secure," and "efficient" all at once. 

Cyber Risk as a Systemic Threat: Propagation Through 

Supply Chains 

One of the most significant findings in recent literature 

is the degree to which cyber risk has become a 

"borderless" phenomenon. The concept of "pirates 

without borders" highlights how cyberattacks are no 

longer confined to a single target but propagate through 
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the intricate web of firms’ supply chains (Crosignani et 

al., 2023). When a major supplier is hit by a ransomware 

attack or a data breach, the disruption ripples through the 

entire ecosystem, affecting production, delivery, and 

financial settlement for dozens or even hundreds of 

downstream partners. 

This propagation is not merely a technical issue; it is a 

fundamental economic vulnerability. The "pre-mortem" 

analysis of the US financial system identifies cyber risk 

as a primary threat to national security and financial 

stability (Eisenbach et al., 2022). Unlike traditional 

financial shocks, which are often contained by capital 

requirements and central bank interventions, a cyber 

shock can disable the very infrastructure-the payment 

systems, the data centers, and the communication 

networks-that the system relies on for recovery. This 

makes cyber risk a "systemic" threat that requires a 

"systemic" response. 

The theoretical implication of this is that the "private" 

risk management of an individual firm is no longer 

sufficient. If a firm’s security is only as strong as its 

weakest supplier, then the market fails to accurately 

price the true cost of digital vulnerability. This is a 

classic case of an "externality," where the actions (or 

inactions) of one firm impose costs on others without 

compensation. From a public policy perspective, this 

justifies government intervention in the form of 

mandatory cybersecurity standards and disclosure 

requirements, much like the Sarbanes-Oxley Act 

addressed financial transparency (Gordon et al., 2006). 

However, the "trade secrets" problem remains a 

significant barrier to effective supply chain security. 

Firms are often reluctant to share information about their 

vulnerabilities or their security practices with their 

partners, fearing that such information could be leaked 

to competitors or used against them in contract 

negotiations (Ettredge et al., 2018). This creates a "trust 

deficit" that cyber-adversaries are all too happy to 

exploit. Bridging this gap requires a new form of 

"Strategic Cybersecurity Governance" that provides a 

framework for secure information sharing and collective 

defense (Nayeem, 2025). 

RESULTS 

The synthesis of the diverse data points provided in the 

references reveals a complex, interlocking map of 

modern systemic risk. Our analysis shows that the 

traditional focus on "internal" firm metrics-such as 

dividend payouts and book-tax differences-must be 

expanded to include "external" risk vectors. The 

following descriptive analysis outlines the key findings 

derived from our theoretical integration: 

First, there is a clear "valuation penalty" associated with 

information security breaches, particularly those 

involving the loss of trade secrets. Firms that experience 

significant breaches see a long-term decline in firm value 

that exceeds the immediate costs of remediation. This 

suggests that the market interprets a breach as a sign of 

deeper structural or managerial failure, leading to a loss 

of investor confidence and a reduction in stock market 

liquidity. 

Second, the impact of the Sarbanes-Oxley Act and 

similar regulatory frameworks has been mixed. While 

these laws have increased the volume of disclosures 

regarding information security, they have not necessarily 

improved the quality of protection. In many cases, firms 

engage in "compliance theater," where they meet the 

letter of the law without fundamentally addressing the 

underlying vulnerabilities in their supply chains or 

innovation processes. 

Third, the propagation of cyberattacks through supply 

chains follows a predictable, though highly damaging, 

pattern. Attacks typically target mid-tier suppliers who 

lack the sophisticated security budgets of large 

multinationals but hold critical access to their data or 

systems. The resulting disruptions lead to a measurable 

"innovation drag," where firms are forced to divert 

resources from R&D to emergency response and 

security hardening. 

Fourth, the role of green investors and ESG performance 

is increasingly significant in mitigating certain types of 

risk while potentially exacerbating others. High ESG 

performance is correlated with better access to capital 

and higher firm value, but it also places firms under a 

"transparency spotlight" that can make them more 

attractive targets for industrial espionage and state-

sponsored cyber-piracy. 

Finally, the application of social cost-benefit analysis 

reveals that the "societal" cost of a systemic financial 

cyberattack far outweighs the "private" benefits of the 

digital convenience that created the vulnerability. This 

suggests a profound market failure that can only be 

corrected through a combination of international 

regulatory cooperation and the adoption of a risk-based 

policy framework for IT protection and compliance. 
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DISCUSSION 

The findings of this study suggest that we are entering 

an era of "Adaptive Risk Governance," where the 

boundaries between public policy, corporate strategy, 

and digital security are permanently blurred. The core of 

the problem is that our economic and regulatory tools are 

often "lagging indicators" trying to manage "leading-

edge" threats. Cost-benefit analysis, while useful for 

environmental policy where the biological and physical 

systems are relatively stable, struggles to capture the 

dynamic, adversarial nature of cyber risk. 

A key interpretation of the "pirates without borders" 

phenomenon is that risk has become a shared 

commodity. In a globally diversified economy, a firm's 

value is no longer just a function of its own assets and 

innovation efficiency; it is a function of the resilience of 

the entire network in which it operates. This requires a 

shift in corporate governance from "shareholder 

primacy" to "ecosystem stewardship." Boards of 

directors must oversee not just their own firm’s security, 

but the security of their critical supply chain partners. 

Furthermore, the "pre-mortem" analysis of the US 

financial system indicates that our current focus on 

"recovery" is insufficient. We must move toward 

"resilience-by-design." This involves building systems 

that can continue to function in a degraded state during 

an attack, rather than systems that are either "up" or 

"down." This has profound implications for how we 

calculate the "value of safety" and the "social cost" of 

infrastructure failure. If the value of a functioning 

payment system is essentially infinite during a crisis, 

then the "cost" part of the CBA equation becomes 

secondary to the "robustness" of the solution. 

The limitations of this research are primarily centered on 

the difficulty of quantifying "unknown-unknowns." 

While we can model the propagation of known attack 

vectors through supply chains, the next generation of AI-

driven cyber threats may behave in ways that defy 

current modeling techniques. Additionally, the cultural 

and political differences in how risk is perceived-ranging 

from the high-transparency models of the West to the 

state-led ESG initiatives in China-make it difficult to 

propose a truly universal policy framework. 

Future research should focus on the development of 

"dynamic CBA" models that can account for the rapid 

evolution of digital threats. There is also a need for more 

empirical studies on the relationship between trade 

secret protection and cyber-resilience. How can firms 

remain transparent enough to satisfy green investors and 

regulators while remaining secure enough to protect 

their intellectual property? The answer may lie in the 

development of "zero-trust" architectures and privacy-

preserving data sharing protocols that allow for 

collective defense without the need for total exposure. 

CONCLUSION 

This article has explored the intricate web of systemic 

risk that defines the modern global economy. By 

integrating the theoretical frameworks of cost-benefit 

analysis, corporate finance, and cybersecurity 

governance, we have demonstrated that the protection of 

firm value and the maintenance of systemic stability are 

inextricably linked to the management of "borderless" 

risks. The propagation of cyberattacks through supply 

chains, the pressure of ESG performance, and the 

regulatory mandates of acts like Sarbanes-Oxley all 

create a high-stakes environment where traditional 

decision-making models are being pushed to their limits. 

The "Strategic Cybersecurity Governance" framework 

proposed by Nayeem (2025) and supported by the 

principles of Aven and Renn (2018) provides a roadmap 

for navigating this complexity. It emphasizes a risk-

based approach that prioritizes protection, compliance, 

and institutional learning. As we move forward, the 

"value of safety" must be re-integrated into our 

economic calculations, not as a burdensome cost, but as 

the foundational element of long-term prosperity. 

In summary, the "pirates" are already within the borders 

of our interconnected systems. The task of the 

researcher, the policymaker, and the corporate leader is 

to build a "fortress of resilience" that is flexible enough 

to adapt to the unknown and strong enough to withstand 

the inevitable. The synthesis of economic rationality and 

digital vigilance is no longer an academic exercise; it is 

a survival mandate for the twenty-first century. 
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