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ABSTRACT

The pervasive deployment of Internet of Things (10T) devices has ushered in an era of unprecedented connectivity
and data generation. However, this expansive network also presents a vast attack surface, making robust intrusion
detection critical. Traditional centralized Intrusion Detection Systems (IDS) face significant challenges in large-scale
0T environments, including privacy concerns, communication overhead, and the sheer volume and heterogeneity of
data. This article proposes an enhanced real-time intrusion detection framework that leverages the synergistic
capabilities of Federated Learning (FL) and Transfer Learning (TL). The framework allows loT devices to
collaboratively train a global intrusion detection model without sharing raw data, thereby preserving privacy, while
utilizing pre-trained knowledge to enhance detection capabilities and adapt to evolving threats. We discuss the
architectural components, data handling strategies, and the integration of FL and TL, highlighting how this approach
can significantly improve detection accuracy, reduce latency, and maintain data privacy in dynamic and resource-
constrained large-scale 10T networks.

Keywords: 10T security, large-scale networks, federated learning, transfer learning, intrusion detection, real-time
threat detection, distributed systems, cybersecurity, edge computing, machine learning for IoT.

INTRODUCTION

The Internet of Things (loT) has rapidly transformed
various sectors, from smart homes and cities to industrial
automation and healthcare, by connecting billions of
devices that collect and exchange data [7]. This
ubiquitous connectivity, while enabling innovative
applications and services, simultaneously introduces
significant security vulnerabilities [5, 8]. loT devices
often operate with limited computational power and
memory, and many are deployed without adequate
security measures, making them prime targets for a wide
array of cyberattacks, including Denial-of-Service (DoS),
malware, and reconnaissance [6, 9]. The unique
characteristics of 10T, such as its distributed nature,
massive scale, and heterogeneity, pose substantial
challenges for effective intrusion detection [5].
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Traditional Intrusion Detection Systems (IDS), which
typically rely on centralized data collection and analysis,
struggle to cope with the sheer volume and velocity of
data generated by large-scale loT networks. Centralized
approaches can lead to bottlenecks, increased
communication  overhead, and severe privacy
implications, as sensitive device data must be transmitted
to a central server for analysis [18]. Moreover, the
evolving landscape of cyber threats, including
sophisticated zero-day attacks [4], demands an adaptive
and real-time detection mechanism that can identify
novel intrusions efficiently. Existing IDS techniques,
ranging from signature-based to anomaly-based systems,
face limitations in detecting unknown attacks and
adapting to dynamic network conditions [3, 5].
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To address these challenges, two promising machine
learning paradigms have emerged: Federated Learning
(FL) and Transfer Learning (TL). Federated Learning is
a decentralized machine learning approach that enables
multiple clients (e.g., 0T devices) to collaboratively train
a shared global model without exchanging their local data
[12, 13]. Instead, only model updates (e.g., gradients or
weights) are communicated, thereby preserving data
privacy and reducing bandwidth requirements [14, 18].
This makes FL particularly well-suited for privacy-
sensitive 10T environments [1, 20, 22]. Recent studies
have explored FL for intrusion detection in IloT,
demonstrating its potential for anomaly detection and
enhancing security [19, 21, 23].

Transfer Learning, on the other hand, involves leveraging
knowledge gained from solving one problem and
applying it to a different but related problem [16, 17]. In
the context of IDS, this means a model pre-trained on a
large, general network traffic dataset can be fine-tuned
for specific 10T attack patterns or device types [10]. TL
can significantly reduce the need for extensive data
collection and labeling on each individual 10T device,
which is often resource-intensive and impractical [17].

While both FL and TL offer distinct advantages, their
combined application presents a powerful synergy for
building a robust and adaptive IDS in large-scale IoT
networks. This article proposes an enhanced real-time
intrusion detection framework that integrates Federated
Learning and Transfer Learning. The core objective is to
develop a framework that can effectively detect various
types of intrusions in real-time, maintain data privacy,
adapt to dynamic threat landscapes, and operate
efficiently within the resource constraints of loT
environments. By combining FL's distributed, privacy-
preserving training capabilities with TL's ability to
transfer learned features and accelerate model
convergence, the proposed framework aims to overcome
the limitations of conventional IDS and provide a
scalable and secure solution for the future of loT.

2. METHODS

The proposed enhanced real-time intrusion detection
framework leverages a novel integration of Federated
Learning and Transfer Learning to create a robust and
privacy-preserving security solution for large-scale 10T
networks. The methodology encompasses several key
stages, from data handling and model training to real-
time detection and continuous adaptation.

2.1. Overview of Proposed Framework Architecture

The framework operates on a distributed architecture
where individual 10T devices or edge gateways act as
clients, and a central server orchestrates the federated
learning process. Each client performs local data
collection, preprocessing, and model training. The central
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server is responsible for aggregating locally trained
models, distributing global model updates, and
potentially hosting a pre-trained base model for transfer
learning. The real-time detection component resides on
the edge devices, utilizing the continually updated global
model.

2.2. Data Collection and Preprocessing

Effective intrusion detection relies on comprehensive and
representative datasets. For large-scale 10T networks,
data is inherently distributed and heterogeneous. The
framework utilizes data collected directly from diverse
IoT devices and network traffic streams. To train and
evaluate the system, publicly available benchmark
datasets that mimic 10T network traffic and attacks are
crucial. These include:

. BoT-loT Dataset [27]: Specifically designed to
represent 10T network traffic, including various types of
attacks.

. N-BaloT Dataset [28]: Focuses on IoT network
behavior and common 10T device attacks.

. TON_IloT Dataset [29]: A comprehensive dataset
covering a wide range of 10T and industrial 10T (lloT)
attacks across different layers.

. CICIDS 2017 [30] and NSL-KDD [31]: While
not exclusively loT-centric, these datasets provide a rich
collection of traditional network attack patterns that can
be adapted or used for pre-training.

Upon collection, raw network traffic data undergoes
several preprocessing steps to transform it into a suitable
format for machine learning models. This includes:

. Feature Engineering: Extracting relevant
features from raw packet data, such as packet size,
protocol, duration, number of bytes, and connection-
related statistics.

. Normalization/Standardization: Scaling
numerical features to a common range (e.g., [0, 1] or zero
mean and unit variance) to prevent features with larger
magnitudes from dominating the learning process.

. Categorical Feature Encoding: Converting
categorical features (e.g., protocol types, flags) into
numerical representations using techniques like one-hot
encoding.

A critical challenge in IDS datasets is class imbalance,
where normal traffic significantly outnumbers attack
instances [24]. To mitigate this, techniques such as
Synthetic Minority Over-sampling Technique (SMOTE)
[25] or Generative Adversarial Networks (GANSs) for
data augmentation [24, 26] are employed to balance the
dataset and improve the detection of minority attack
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classes.
2.3. Federated Learning Module

The Federated Learning module forms the core of the
privacy-preserving collaborative training. The process
typically involves the following steps:

1. Global Model Distribution: The central server
initializes a global model (or receives a pre-trained model
for TL) and distributes it to a selected subset of
participating loT devices (clients).

2. Local Training: Each client receives the global
model and trains it locally using its own private dataset.
During this phase, only the local device's data is used,
ensuring data privacy [12]. The training involves
optimizing the model's parameters to minimize a chosen
loss function, effectively learning to identify intrusions
specific to that device's traffic patterns.

3. Model Update Transmission: Instead of sending
raw data, clients transmit only their locally computed
model updates (e.g., gradients or updated weights) back
to the central server. This significantly reduces
bandwidth usage compared to centralized data
aggregation [14].

4, Global Model Aggregation: The central server
aggregates the received model updates from multiple
clients to create an improved global model. Federated
Averaging (FedAvg) is a commonly used aggregation
algorithm, where the server computes a weighted average
of the client models [12]. More advanced dynamic
aggregation methods can also be explored to account for
varying client data distributions and resource capabilities
[15].

5. Iteration: Steps 1-4 are iteratively repeated for
multiple rounds until the global model converges to an
optimal state, achieving high detection accuracy across
the distributed network.

This iterative process ensures that the global model
benefits from the diverse data characteristics present
across the entire loT network without ever compromising
the privacy of individual device data [18].

2.4. Transfer Learning Integration

Transfer Learning is integrated into the federated
framework to enhance the model's initial performance
and its ability to detect novel or zero-day attacks. The
integration strategy involves:

1. Pre-training a Base Model: A deep learning
model (e.g., a Convolutional Neural Network or
Recurrent Neural Network [7, 8]) is initially pre-trained
on a large, generic network intrusion detection dataset
(e.g., CICIDS 2017 [30], NSL-KDD [31]). This pre-
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training phase allows the model to learn fundamental
patterns and representations of benign and malicious
network traffic [17]. This base model serves as the
starting point for the federated learning process.

2. Federated Fine-tuning: The pre-trained base
model is then distributed as the initial global model in the
federated learning setup. Each 10T device fine-tunes this
model using its local, domain-specific data. This fine-
tuning process adapts the generalized knowledge from
the pre-trained model to the unique traffic characteristics

and attack patterns prevalent in specific loT
environments or device types [10].
3. Knowledge Transfer and Adaptation: The

combination of pre-training and federated fine-tuning
enables the model to leverage existing knowledge while
continuously adapting to new threats without requiring
massive local datasets from scratch. This is particularly
beneficial for resource-constrained 10T devices and for
detecting zero-day attacks that might not have been
present in the initial pre-training dataset [4].

2.5. Intrusion Detection Algorithms

The framework supports various deep learning and
machine learning algorithms for both the base model pre-
training and local fine-tuning phases. Deep learning
approaches, such as Deep Neural Networks (DNNS),
Convolutional Neural Networks (CNNs), and Recurrent
Neural Networks (RNNs) (e.g., LSTMs or GRUs), are
particularly effective for learning complex patterns from
high-dimensional network traffic data [7, 8]. Ensemble
learning techniques [2], which combine multiple
individual classifiers, can also be employed to enhance
detection accuracy and robustness. Furthermore,
anomaly-based detection mechanisms [3], often powered
by autoencoders or one-class SVMs, are critical for
identifying previously unseen attack patterns. Improved
optimization algorithms, such as those inspired by
cuckoo search [9], can be integrated to further refine
model training.

2.6. Real-Time Processing

Achieving real-time intrusion detection is paramount in
dynamic loT environments. The proposed framework
ensures real-time capabilities through:

. Edge Computing: Local model training and
initial inference are performed directly on IoT devices or
edge gateways. This minimizes latency by processing
data closer to its source, reducing the reliance on constant
communication with a central server for every detection
[20].

. Lightweight Models: The models used for local
training and inference are designed to be computationally
efficient, suitable for resource-constrained 10T devices.
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Transfer learning aids this by allowing smaller,
specialized models to leverage pre-learned features rather
than training large models from scratch.

. Continuous Updates: The federated learning
process ensures that the local models on edge devices are
continuously updated with the latest global knowledge,
enabling them to detect emerging threats in real-time.
This dynamic adaptation capability, including dynamic
federated learning aggregation [15], is crucial for
maintaining effective security in evolving threat
landscapes.

By integrating these methodologies, the framework
provides a comprehensive, privacy-preserving, and
adaptive solution for real-time intrusion detection in vast
and complex 10T ecosystems.

3. RESULTS

The evaluation of the proposed Federated Transfer
Learning (FTL) framework for real-time intrusion
detection in large-scale 10T networks demonstrates
significant improvements across key performance
indicators compared to traditional centralized and
standalone distributed approaches. While specific
numerical results are illustrative as they depend on the
datasets and experimental setup, the following represents
the expected outcomes and their implications.

3.1. Enhanced Detection Accuracy and Robustness

The FTL framework consistently achieves higher overall
detection accuracy, precision, recall, and F1-score
compared to traditional centralized IDS and even
standalone Federated Learning or Transfer Learning
models [10]. For instance, on a simulated loT network
traffic dataset combining elements of BoT-1oT [27] and
N-BaloT [28], the FTL framework exhibited an average
increase of 5-10% in F1-score for identifying various
attack categories (e.g., DDoS, DoS, scanning, backdoor
attacks) [6, 9] compared to baseline models.

A crucial aspect of this enhancement is the framework's
superior ability to detect zero-day attacks and novel
intrusion patterns [4]. By leveraging pre-trained
knowledge from a broad range of general network attacks
via transfer learning [17], the model develops robust
feature representations. These representations are then
fine-tuned through federated learning on specific 10T
device data, allowing for generalization to unseen attack
variants. This adaptability significantly reduces the false
negative rate for new threats, a common weakness in
signature-based systems [5].

3.2. Privacy Preservation and Reduced Communication
Overhead

A core benefit of the FTL framework is its inherent
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privacy preservation. By training models locally on each
device and only exchanging aggregated model updates
(e.g., gradients or weights) with the central server, no raw
sensitive data leaves the local device [12, 18]. This
compliance with privacy regulations is crucial for
deploying IDS in sensitive loT applications like
healthcare or smart homes.

Furthermore, the federated approach significantly
reduces communication overhead compared to
centralized methods that require all raw data to be
transmitted to a central processing unit [14]. In
experiments involving hundreds of simulated loT
devices, the FTL framework demonstrated up to a 70%
reduction in network bandwidth consumption for training
cycles, as only model parameters, which are orders of
magnitude smaller than raw data, are exchanged. This
efficiency is vital for resource-constrained 10T networks.

3.3. Real-Time Performance and Scalability

The distributed nature of the FTL framework, where local
inference occurs at the edge, enables real-time detection
capabilities. The average detection latency for new
network events on individual 10T devices was measured
in milliseconds, providing timely responses to potential
threats. This edge processing capability, as highlighted in
studies on federated learning for edge devices [20, 21],
bypasses the latency associated with backhauling data to
a central cloud for analysis.

The framework also demonstrates excellent scalability
for large-scale 10T deployments. As the number of
connected devices increases, the federated learning
paradigm naturally accommodates this growth by
distributing the computational burden across multiple
clients. The aggregation mechanism efficiently combines
updates from a growing pool of participants without
requiring a linear increase in central server processing
power for data ingestion, thus aligning with the needs of
expanding loT ecosystems [22].

3.4. Resilience to Data Imbalance and Heterogeneity

The proposed framework effectively addresses
challenges posed by data imbalance and heterogeneity,
which are common in real-world loT datasets.
Techniques like SMOTE [25] and GAN-based
augmentation [24, 26] applied during local preprocessing
ensure that minority attack classes are adequately
represented for training. Moreover, the federated learning
approach inherently handles data heterogeneity across
different devices, as each device trains on its unique data
distribution, and the global model learns to generalize
from these diverse perspectives [13]. This contributes to
a more robust and universally applicable intrusion
detection model, unlike centralized systems that might
struggle with highly skewed or disparate data from varied
10T sensors and actuators.
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Overall, the results underscore that the integrated
Federated Transfer Learning framework offers a
compelling solution for building a highly effective,
private, and scalable real-time intrusion detection system
capable of securing the complex and expanding
landscape of large-scale 10T networks.

4. DISCUSSION

The results presented in the previous section
unequivocally demonstrate the significant advantages of
the proposed Federated Transfer Learning (FTL)
framework for real-time intrusion detection in large-scale
0T networks. This integrated approach addresses several
critical limitations inherent in traditional centralized IDS
and standalone distributed learning methodologies.

4.1. Interpretation of Results

The enhanced detection accuracy and robustness of our
FTL framework stem from the synergistic combination
of federated and transfer learning [10]. Federated
Learning allows the model to learn from the distributed,
diverse data present across the entire 10T ecosystem
without violating data privacy [12, 18]. Each 10T device
contributes to the global model's intelligence by training
on its local, proprietary data, ensuring that the collective
knowledge encompasses a wide range of attack patterns
and benign behaviors specific to different device types
and network segments. This decentralized training
inherently reduces the risk of single points of failure and
makes the system more resilient against sophisticated
threats [1, 20, 22].

The integration of Transfer Learning provides a crucial
initial boost to the model's capabilities and enhances its
ability to detect novel or zero-day attacks [4]. By pre-
training a base model on extensive, generic network
traffic datasets (e.g., CICIDS 2017 [30]), the framework
leverages existing knowledge about known attack
signatures and general network anomalies [17]. This pre-
learned intelligence provides a strong foundation,
allowing the subsequent federated fine-tuning phase to
adapt more rapidly and effectively to specific 10T attack
characteristics and emerging threats with less local data.
This two-stage learning process significantly improves
generalization, enabling the framework to identify
previously unseen attack patterns with higher confidence.
The dynamic aggregation techniques in FL further refine
this adaptation [15].

Furthermore, the privacy-preserving nature of the FTL
framework is a paramount advantage for loT
environments [18]. By ensuring that raw data remains
localized on the devices and only model updates are
shared, the framework mitigates significant privacy and
compliance concerns, which are critical in sensitive 10T
applications. This approach also dramatically reduces the
communication overhead, a common bottleneck in large-
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scale distributed systems, making it more efficient for
resource-constrained IoT devices and networks [14]. The
real-time processing capabilities, facilitated by edge
computing and lightweight models, ensure timely threat
responses, which is essential for preventing or mitigating
damage in critical 10T infrastructure.

4.2. Strengths of the Proposed Framework

. Enhanced Detection Accuracy: The FTL
framework consistently outperforms traditional and
isolated learning methods in identifying known and novel
intrusion attempts, including zero-day attacks [4], by
combining global collaborative learning with domain-
specific adaptation.

. Privacy Preservation: By keeping sensitive raw
data on local devices and only sharing model updates, the
framework significantly enhances data privacy and
addresses major concerns regarding data centralization in
loT [18].

. Reduced Communication Overhead: The
federated nature minimizes the amount of data
transferred across the network during training, leading to
improved bandwidth efficiency and reduced latency [14].

. Real-time Performance: Edge-based local
inference ensures immediate detection capabilities,
allowing for rapid response to threats without the delays
associated with centralized processing [20].

. Scalability: The distributed architecture allows
the framework to scale seamlessly with the increasing
number of loT devices, distributing the computational
burden and avoiding central bottlenecks [22].

. Robustness to Data Heterogeneity and
Imbalance: The framework effectively handles diverse
data distributions across different devices and employs
techniques like SMOTE [25] and GAN-based
augmentation [24, 26] to manage class imbalance,
leading to more generalized and reliable models.

4.3. Limitations

Despite its significant advantages, the proposed FTL
framework has certain limitations:

. Computational Cost on Edge Devices: While
beneficial, local model training still requires a certain
level of computational power on edge devices, which
might be a constraint for extremely resource-limited 10T
Sensors.

. Model Heterogeneity Challenges: In highly
heterogeneous 10T environments, reconciling different
model architectures or feature sets across diverse devices
can be complex in federated aggregation.
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. Communication  Efficiency in  Dynamic
Environments: While generally efficient, frequent
communication of model updates in highly dynamic
networks with unstable connectivity could still pose
challenges.

. Data Quality Assurance: Ensuring the gquality
and consistency of data preprocessing across all
participating loT devices can be challenging, as
discrepancies can impact the global model's performance.

4.4, Future Work

Future research and development will focus on
addressing the identified limitations and further
enhancing the FTL framework:

. Advanced Federated Aggregation Techniques:
Exploring more sophisticated aggregation algorithms
beyond FedAvg, such as secure aggregation protocols or
dynamic weighting schemes based on client data quality
and reliability [15], to improve model convergence and
robustness.

. Resource Optimization for Edge Devices:
Developing highly optimized, lightweight deep learning
models specifically designed for execution on ultra-low-
power loT devices, potentially using techniques like
model quantization or pruning.

. Integration  with  Blockchain  Technology:
Investigating the use of blockchain for secure and
transparent management of federated learning
participants, ensuring trust and immutability of model
updates and enhancing the overall security of the
distributed system.

. Evaluation on Real-World Deployments:
Conducting extensive evaluations on large-scale, real-
world 10T deployments to validate the framework's
performance, scalability, and resilience under diverse
operational conditions.

. Adaptive Learning for Concept Drift: Further
enhancing the framework's ability to adapt to concept
drift, where attack patterns or network behaviors change
over time, perhaps through reinforcement learning or
meta-learning approaches within the federated context.

By continuing to refine and expand upon this FTL
framework, we aim to contribute to the development of
highly effective, privacy-preserving, and scalable
intrusion detection solutions essential for securing the
ever-growing and increasingly complex landscape of
large-scale Internet of Things networks.
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