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ABSTRACT: Security researchers rely heavily on Network Intrusion Detection Systems (NIDS) to keep an eye on 

network traffic and notify administrators of any suspicious activities. The purpose of this paper is to offer a 

comprehensive overview of intrusion detection systems (IDS), including the following topics: fundamentals, kinds of 

IDS, methods for detecting intrusions in NIDS, the architecture of IDS, data pre-processing, and examples of ML 

techniques used in NIDS. This covers several detection methods, including signature-based, anomaly-based, 

specification-based, and behavior-based approaches, as well as their advantages and disadvantages in recognizing 

both existing and new cyber threats. The review also covers the architecture of NIDS which consists of network 

sensors, preprocessors, network traffic analysis, alert generation and security analysis. A variety of ML techniques, 

including supervised, unsupervised, semi-supervised, ensemble, and deep learning (DL) approaches, are being 

explored to improve the accuracy and adaptability of intrusion detection systems (IDS). Other applications such as 

DoS/DDoS attack detection, Malware detection, Botnets, Brute force attacks, Insider compromise, IoT compromise 

and Critical infrastructure threats are also shown. Despite all the challenges in terms of false positives, scalability, 

computational complexity, data quality, and novel attack styles, the features that ML can provide for intelligent, 

adaptive, and accurate intrusion detection systems are appealing. 

KEYWORDS: Network Intrusion Detection Systems, Machine Learning, Deep Learning, Cybersecurity, Anomaly 

Detection, Network Security. 

 

1. Introduction 

Network security has become an essential field of 

research due to the internet's and other communication 

technologies' explosive expansion over the past ten 

years [1]. Online data and networks may be protected 

by using cybersecurity measures such as intrusion 

detection systems (IDS), antivirus software, and 

firewalls [2]. To ensure the necessary level of protection, 

a network-based intrusion detection system (NIDS) is 

utilized [3]. It does so by continuously tracking what is 

taking place on the network for malicious and 

suspicious activity. However, the false alarm rate in 

many IDSs remains high, producing numerous false 

alarms for relatively benign events, making security 

analysts' work more difficult and sometimes causing 

important events to be ignored [4]. With that in mind, a 

lot of effort has gone into creating IDSs that are more 

accurate and have lower false alert rates. The inability 

of current IDSs to identify unknown threats is another 

issue with them. Due to the dynamic nature of network 

infrastructures, new and different types of assaults are 

always appearing. Must thus create IDS capable of 

detecting previously unseen threats. Security 

components such as IDS and firewalls work together to 

protect networks from a wide range of threats. Machine 

learning (ML) is utilized by two primary types of 

intrusion detection systems (IDS): those that identify 

anomalies and those that detect misuse [5]. Systems 

based on signatures, which depend on multi-

classification, are vital for abuse detection since they can 

identify malicious attacks and destructive acts. Their 

inability to detect new attacks without an existing IDS 

signature is a major drawback. 

ML has recently emerged as the leading method in 

computer vision, both in academia and business. It is 

both popular and challenging. In the fields of medicine, 

economics, security, data management, trend forecasting, 

and analysis, it is now the most popular area for scientific 

innovation. ML is based on the idea of teaching 

computers to learn from their own data and make 

judgments on their own, without any human input. 

Among the many forms of AI, ML is most known for its 

ability to simulate human intellect via the incorporation 

of past data and instruction [6]. In order to evaluate data 
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and identify trends, it uses minimum human 

interaction. Many facets of society are impacted by ML. 

These include food production, transportation, 

education, healthcare, and healthcare systems[7]. A lot 

of things are changing because of ML, including the way 

live and work, the things buy, and even the food sector 

[8][9]. ML and computer vision work toward the same 

aim of giving computers the capacity to learn from their 

experiences and make judgments using that knowledge. 

The IoT, the Industrial Internet of Things, and cognitive 

interactions with humans all rely on computer vision 

[10]. Complex human activities in multimedia streams 

may be identified and tracked using computer vision 

and ML techniques [11]. 

A. Structure of the paper 

The following is the paper's structure: The kinds, 

architecture, foundations, and methods of NIDS are 

covered in Section II. Section III delves into the methods 

and uses of ML in NIDS. Section IV presents related 

literature, comparative analysis, and research gaps. 

Section V concludes the analysis and emphasizes areas 

for further investigation. 

II. FUNDAMENTALS OF NETWORK 

INTRUSION DETECTION SYSTEMS 

A NIDS is a vital cybersecurity tool used to detect 

suspicious or malicious behavior in network traffic. 

They watch for suspicious activity in data packets and 

sound alarms if they find anything out of the 

ordinary[12]. NIDS employ signature-based, anomaly-

based, or hybrid detection methods to ward against 

network attacks. IDS analyze network events to identify 

intrusions [13]. There are two primary types of IDS that 

are now in use: network-based (NIDS) and host-based 

(HIDS). NIDS targets various network activity in order to 

identify intrusions, whereas host-based (HIDS) targets 

individual hosts. Since NIDS can keep tabs on more 

network targets, it is able to catch additional attacks that 

HIDSs could miss since they can't view packet headers. 

This is because NIDSs monitor the output of packet 

sniffers. When it comes to IP-based DoS attacks, for 

example, NIDS can catch a lot of them since they watch 

the packet headers as they go across the network [14]. In 

addition, NIDS doesn't depend on the host OS to detect 

threats; it's specifically built to work with specific OSes. 

In order to detect intrusions, certain hybrid IDS use both 

HIDS and NIDS. 

• Network-Based IDS (NIDS): The network-level 

operation involves constant packet analysis to detect 

malicious activities. Deploying these devices at key nodes 

in the network architecture, including gateways or 

intersubnets, allows for full insight into traffic flows [15]. 

Multiple threats, including malware propagation, port 

scanning, and DoS assaults, may be identified by NIDSs 

using methods like DPI and flow analysis.  

• Host-Based IDS (HIDS): Monitors specific targets, 

like servers, PCs, or virtual machines, by keeping an eye 

on activities at the system level. This entails keeping an 

eye on things like system calls, file system updates, 

process activity, and log files. Unauthorized access 

attempts, malware execution, and privilege escalation are 

all host-specific risks that a HIDS excels at identifying 

[16]. The capacity to identify local threats that may avoid 

detection by network-level monitoring is a key benefit of 

HIDSs. A simplified diagram of the HIDS idea is shown 

in Figure 1. 

 

Fig. 1. Schematic representation of the HIDS concept 

• Hybrid IDS: This security solution is designed to 

be integrated with NIDSs and HIDSs, making it more 

comprehensive. These systems take advantage of the 

best of both worlds, tracking both traffic and host 

activity. Hybrid IDSs can deliver higher ACC in detecting 

threats and lower FPR [17] by combining data from 

multiple sources. One of the benefits of hybrid IDSs is 

that they offer context awareness. Better detection of 
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multi-stage assaults, like APTs, is possible, for instance, 

since the NIDS may link suspicious host behavior with 

network anomalies. 

1) Intrusion Detection Approaches 

Network Intrusion Detection Approaches are the 

ways NIDS can detect intrusion or unauthorized 

activities in network traffic [18]. There are three main 

ways to detect cyber threats: signature-based, anomaly-

based, and behavior-based. Each of these approaches 

has its own advantages and disadvantages in terms of 

recognizing new and old cyber threats, as summarized 

in Table I. 

• Signature-Based Detection: These IDSs depend 

on the pattern-like characteristics or “signatures” of 

attacks that have already happened. The concept of 

these systems is to compare the observed to a collection 

of signatures, for instance a single sequence of bytes, a 

list of known hashes for malware (such as those seen in 

Figure 2) or unusual command sequences. The signature-

based detection method is best for detecting known 

threats, and it has a low false-positive rate [19]. Intrusion 

detection systems that are signature-based have trouble 

identifying new or potentially malicious attacks. 

• Anomaly-Based Detection: These baselines can be 

statistical models, ML algorithms or heuristic methods. 

The ability of anomaly-based intrusion detection systems 

to identify new threats makes them well-suited to a threat 

landscape where threats are constantly changing, in 

contrast to signature-based systems [20]. There are, 

however, difficulties in relying on behavioral baselines, 

as demonstrated in Figure 2, especially in a highly 

variable environment. It can be hard to define normal 

behavior in such systems, making it more likely that have 

false positives. 

 

Fig. 2. Schematic representation of both the anomaly-based and signature-based IDS concepts 

• Specification-based IDS: The hybrid method of 

specification-based intrusion detection systems is both 

predictable, like rule-based systems, and flexible, like 

anomaly detection systems [21]. These systems are 

based on a set of expected behaviors that are typically 

defined by hand by experts and used to detect 

deviations that are considered suspicious. In controlled 

contexts with well-defined operating parameters, such 

as in ICS or IoT networks, this method is very successful 

and delivers better accuracy than anomaly-based 

systems alone. 

• Behavior-Based Detection: Behavior-based 

detection is deeper and more specific in analyzing the 

nature of the activities observed and the intent of users, 

applications, or devices, identifying if the series of 

activities they have performed is consistent with known 

malicious actions. The ability to identify sophisticated 

malware, insider threats, and multi-phase attacks is a 

major strength of this approach. In this procedure, known 

as behavior profiling, the system keeps track of user 

actions over time in order to create comprehensive 

models of typical and out-of-the-ordinary actions [22]. 

Anomaly detection, which is the other type, looks for 

significant variations from statistical norms, whereas 

behavior-based detection does so based on the sequence 

and context of activity. 

 

TABLE I.  COMPARISON OF DIFFERENT IDS TYPES AND THEIR TYPICAL APPLICATIONS, 

ADVANTAGES, AND DISADVANTAGES 
Type of IDS Main Techniques Typical Applications Advantages Disadvantages 

NIDS [23] DPI, flow analysis Distributed 
infrastructures, enterprise 

networks 

Suitable for big networks, it 
monitors several devices at once. 

Problems arise while dealing with 
encrypted data and performance 

drops when traffic is heavy. 

HIDS System log monitoring 

and process behavior 

Virtual machines, 

endpoints, and servers 

Identifies risks that are particular 

to hosts; works well with 
encrypted endpoints 

Scalability issues in big 

environments; unable to detect 
assaults on the whole network 
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Hybrid IDS Merging NIDS with 

HIDS 

Comprehensive safety in 

intricate networks 

Reduces the number of false 

positives while increasing the 

accuracy of diagnosis 

Extremely difficult; demands a large 

amount of computer power 

Signature-
based 

Comparison of databases 
that contain threat 

signatures 

Common malware 
prevention measures, 

conventional networks 

Very few false positives; very 
high accuracy for known dangers 

Ineffective against constantly 
changing threats; regular upgrades are 

necessary 

Anomaly-
based 

Monitoring for changes 
from typical patterns of 

conduct 

Emerging landscapes 
such as cloud and IoT 

Apt for zero-day attacks and able 
to identify unexpected threats 

Excessive false positives; heavy-duty 
infrastructure needed 

Specification-
based 

Detection based on 
predefined specifications 

of expected behavior 

Industrial systems, IoT Ideal for ICS or the IoTs; achieves 
better accuracy in regulated 

environments 

Manually defining criteria; restricted 
adaptability 

Behavior-

based [24] 

Behavior profiling, action 

correlation 

Essential infrastructure, 

banking, medical care 

Finds sophisticated assaults and 

insider dangers 

Demands a lot of processing power; 

difficult to keep up with 

 

2) The Architecture of an IDS  

This section introduces the general architecture of an 

IDS and describes the relationship between the basic 

components. The architecture has been established to 

provide a systematic way of collecting network traffic, 

pre-processing data, detection of potential threats using 

various detection techniques, alerts, and security 

analysis. In order to improve cybersecurity as a whole, an 

IDS can keep an eye on a network around the clock, 

identify assaults as they happen, and help with decision-

making. Figure 3 illustrates the overall IDS architecture, 

showing the workflow from network traffic monitoring 

to threat detection, alert generation, reporting, and 

security analysis. Multiple interdependent parts make up 

IDS, which together keep an eye out for, assess, and 

counteract any security risks. 

 

Fig. 3. The Architecture of an IDS 

• Network sensors: All data and packets traveling 

via a network, both incoming and outgoing, are 

constantly being tracked by network sensors. As data 

packets travel over the network, they collect their raw 

data. The preprocessor receives the raw data that has 

been gathered [25]. Data normalization and preparation 

for detection engine analysis are both performed by the 

preprocessing.  

• IDS Preprocessor: Errors, duplicates, or missing 

numbers, as well as background noise, are common in 

raw data. The initial network data is prepared for 

additional analysis by preprocessing. After processing, 

the data is normalized to make it appropriate for further 

processing and to ensure consistency. The first step is 

data extraction. Among the details that must be 

identified are the IP addresses of the sending and 

receiving devices, the ports they use, and anything else 

that might be relevant [26]. 

• Alert generator: The alert generator takes in 

warnings from engines that match anomalies and 

signatures, and then sorts them according to how serious 

they are. Alerts are designed to be easily understood by 

humans. Not only that, but the alert generator records all 

the pertinent details of the occurrences it detects. Time 

stamps, source and destination IP addresses, port 

numbers, and the identified type of attack are all part of 

these warnings [27]. 

• Security analysts: Analyzing the IDS alarms for 

false positives and negatives is the job of the security 

analysts. Valid judgments and actions, including halting 

network traffic, are based on their analyses [28].  

• Traffic analysis: Traffic analysis examines network 

https://aimjournals.com/index.php/ijctisn


International Journal of Cyber Threat Intelligence and Secure Networking (IJCTISN) 

https://aimjournals.com/index.php/ijctisn 18 

 

 
 

packets and flow patterns to identify abnormal or 

malicious activities. It helps detect suspicious 

communication, unusual traffic behavior, and potential 

cyberattacks by analyzing network protocols, packet 

characteristics, and traffic patterns. 

III. APPLICATIONS OF MACHINE LEARNING 

AND TECHNIQUES FOR NIDS 

ML is widely applied in NIDS to detect and classify 

diverse cyber threats, including DoS/DDoS attacks, 

malware, botnets, network scanning, brute-force 

attacks, and insider threats[29]. In addition to enhancing 

intrusion detection in critical infrastructure, wireless 

networks, the IoT, and MANETs, ML allows for the 

automatic, adaptive, and accurate identification of 

unlawful network activity. 

• DoS (Denial-of-Service) attacks: This occurs when 

a system is unable to handle a reasonable amount of 

requests because it is overwhelmed by a large volume 

of requests. This kind of attack can take advantage of 

security holes in software or protocols used by 

networks, or it can simply flood a target with requests 

until it crashes. 

• IoT Network Intrusion Detection Systems: The 

data sent and received by various internet-connected 

devices in an IoT system. Protecting the network from 

outsiders and hostile assaults, it serves as a first line of 

protection. Today's computer network systems rely on 

NIDS as their main defense against network intrusion 

and other forms of assault. In order to detect both 

known and undiscovered harmful assaults on a 

network, NIDS monitors and studies the network and 

user activities of the hosted device.  

• Insider Threat Models: Insider threats arise from 

authorized users who misuse their access privileges, 

either intentionally or unintentionally. ML-based NIDS 

uses classification and anomaly detection algorithms to 

examine network traffic and user behavior. This allows 

for the early identification of hostile insider actions 

while lowering false alarms [30].  

• Brute-force attacks: One common sort of network 

attack is a brute-force attack, which can impact any 

device connected to a computer network. As a result of 

their propensity to be utilized for data exploitation or 

malicious software installation, brute-force assaults are 

notoriously dangerous to web applications [31]. A 

successful breach can allow the installation of numerous 

malicious programs, such as Web shells, which can raise 

the demand on the fundamental infrastructure as a 

result. 

• Malware Detection  Methods: There are 

essentially many ways to classify malware detection 

systems from different perspectives. If there are three 

types of malware detection methodologies, then this 

survey article falls under one of them [32]. This 

encompasses methods that utilize DL and recurrent and 

convolutional neural networks. 

A. Machine Learning Techniques for Network 

Intrusion Detection 

ML is now an important part of making intelligent 

NIDS. Automatically detecting malicious activity, these 

systems discover patterns in network data. Methods for 

intrusion detection range from supervised to 

unsupervised to semi-supervised to ensemble learning to 

DL. These techniques improve attack classification, 

anomaly detection, adaptability, and overall detection 

performance while supporting the identification of 

evolving and previously unseen cyber threats. 

1) Supervised Machine Learning  

Training models that can differentiate between safe 

and malicious activities in network traffic using labeled 

data is the main objective of supervised ML. It greatly 

improves the accuracy of intrusion detection and is very 

good at identifying patterns of known attacks [33]. 

2) Unsupervised Machine Learning 

Unsupervised ML seeks for patterns and outliers in 

unlabeled network data. It is good for detecting 

undetected and undiscovered cyberattacks, since it does 

not require labeled datasets. 

3) Semi-Supervised Machine Learning 

Semi-supervised ML improves detection performance 

by utilizing a smaller quantity of labeled data in 

conjunction with a greater quantity of unlabeled data. It 

is helpful if there are not many or expensive labeled 

intrusion datasets. 

4) Ensemble Learning 

Ensemble learning is a method that improves 

detection accuracy, robustness, and generalization by 

combining numerous ML models. Several methods, 

including RF, Boosting, and Bagging, have been 

developed to enhance a NIDS's capacity to detect 

intrusions while minimizing the number of false alarms. 

5) Deep Learning(DL) Algorithms 

DL is a specific form of AI that can identify complex 

features from network traffic data automatically using 

multiple layers of NNs. Successfully detects sophisticated 

and emerging threats in cyber and provides high 

intrusion detection performance. 

IV. LITERATURE OF REVIEW 

A brief overview of the latest studies and research on 

using ML techniques for network intrusion detection, 
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incorporating algorithms, adaptive learning strategies, 

explainable AI techniques, and performance 

comparisons to improve detection accuracy, resilience, 

and real-time cybersecurity. 

S. A. Moon, et al. (2026) introduces adaptive and 

explainable ML framework for real-time network 

intrusion detection combining XGBoost, CIL and LIME. 

When it comes to identifying massive amounts of high-

dimensional network traffic, the XGBoost engine has 

shown to be both accurate and efficient. Class 

incremental learning is another feature of the system 

that allows it to adapt to previously unforeseen attack 

types without retraining the model or losing any 

previously learned information [34]. 

R. Rehyadd and P. Agarwal (2025) The comparison 

of ML and DL methods for network intrusion detection 

using benchmark datasets such as NSL-KDD, UNSW-

NB15, CIDDS-001, and CIDDS-002. The evaluation 

included a number of models, such as CNN, LSTM 

(with embedding), ML (CART, KNN, XGBoost), and DL 

options. In order to evaluate the ACC, PRE, REC, and 

F1, several crucial performance indicators were 

examined. In comparison to more complicated DL 

models, CART consistently obtained better ACC with a 

shorter training time on both datasets [35]. 

S. Hiremath, et al. (2025) using several ML models 

trained on the CICIDS2018 dataset, a thorough 

investigation of intrusion detection has been carried out. 

There is no DL architecture that hasn't been attempted, 

from the most basic to the most complex. RF is ideal for 

classifiers due to its top-notch performance metrics, 

which include an F1 of 99.79%, ACC of 99.79%, and REC 

of 99.81%. Furthermore, this research suggests a real-

time IDS/IPS that utilizes the Cyclometer dataset in 

conjunction with an RF classifier that has been trained 

on data acquired from the Cyclometer data collection 

tool [36]. 

R. S. Valasev, et al. (2024) offer a thorough evaluation 

of the network intrusion detection capabilities of 

conventional ML algorithms and contemporary DL 

approaches using the latest CICIDS-2018 dataset. The 

ML classifiers employed are KNN, LR, RF, and SVM, 

and compared with a hybrid DL model, CNN and GRU. 

The results of the research show that the ML algorithms, 

while having low computational complexity and being 

easily interpretable, outperform the hybrid CNN-GRU 

model with the ability to recognize complex and hidden 

patterns related to intrusive activities, high detection 

accuracy and high resistance to overfitting [37]. 

B. Li et al. (2024) investigated ML methods for NIDS 

in a simulated power load management system at length. 

A set of data was used in this research that was 

formulated to mimic an actual power load management 

system that has been attacked in various manners. Three 

ML models were employed to analyze the dataset: KNN, 

LR, and RF. These models were trained to identify normal 

and anomalous connections in the dataset. Several 

anomaly detection models were compared using F1, 

REC, ACC, and precision in this setting. The study lays a 

solid foundation for strengthening the safety of networks 

that house power load management systems  [38]. 

K. Hemavathi and R. Latha (2023) CGAN-OMLIDS is 

an ideal ML-based intrusion detection system coupled 

with a conditional generative adversarial network. The 

CGAN-OMLIDS approach has two primary goals: the 

class imbalance data problem and intrusion detection. 

This is done at the start of the given CGAN-OMLIDS 

method by using Z-score normalization. Also, for dealing 

with issues of class imbalance, the CGAN-OMLIDS 

strategy makes use of the CGAN method. Also, the 

classification and intrusion detection mechanisms are 

based on ELM method. Besides, the ELM approach's 

parameter tuning is achieved by the LOA [39]. 

M. Bommy, et al. (2023) delve more into the potential 

of ML for MANET intrusion detection. Put a few of ML 

models to work detecting harmful network traffic. The 

models can be RF, MLP, NNs, SVM, etc. According to the 

results, the MLP Neural Network has many benefits, 

including increased ACC and adaptability. Using an RL-

based adaptive learning method, the model should be 

able to quickly adjust to the changing network 

circumstances in order to enhance real-time intrusion 

detection [40]. 

The recent ML techniques used in network intrusion 

detection are summarized in Table II, where approaches, 

important results, problems, and future research 

directions are described.  

TABLE II.   MACHINE LEARNING TECHNIQUES FOR NETWORK INTRUSION DETECTION SYSTEMS 

Reference Study On Approach Key Findings Challenges Future Direction 

S. A. Moon 

et al. (2026)  

Adaptive and 

explainable 

real-time 

NIDS 

XGBoost, CIL, 

and LIME 

High detection 

efficiency with 

continuous adaptation 

to new attack types 

and explainable 

predictions 

Concept drift and 

continuous 

adaptation 

Develop more robust 

adaptive models for 

evolving and zero-day 

attacks 

R. Rehyadd 

and P. 

ML and DL-

based network 

CART, KNN, 

XGBoost, 

CART achieved high 

accuracy with lower 

Dataset dependency 

and computational 

Evaluate lightweight 

and scalable models 
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Agarwal 

(2025)  

intrusion 

detection 

CNN, and 

LSTM 

training time than 

complex DL models 

complexity of DL 

models 

on diverse real-world 

datasets 

S. Hiremath 

et al. (2025)  

ML-based 

intrusion 

detection 

15 ML/DL 

models and 

Random Forest 

with 

CICFlowMeter 

Random Forest 

achieved 99.79% F1-

score, 99.79% 

precision, and 99.81% 

recall 

Limited evaluation 

across datasets and 

evolving attacks 

Improve real-time 

detection and validate 

across heterogeneous 

network environments 

R. S. 

Valasev et al. 

(2024)  

Comparative 

ML and DL-

based NIDS 

KNN, LR, RF, 

SVM, and 

CNN-GRU 

CNN-GRU achieved 

superior detection of 

complex intrusion 

patterns 

Higher 

computational 

requirements and 

lower 

interpretability of 

DL 

Develop explainable 

and computationally 

efficient hybrid 

models 

B. Li et al. 

(2024)  

Intrusion 

detection in 

power load 

management 

systems 

Logistic 

Regression, 

Random 

Forest, and 

KNN 

ML techniques 

effectively detected 

anomalous network 

connections 

Simulated 

environment and 

limited model 

diversity 

Test advanced ML 

methods in real-world 

critical infrastructure 

networks 

K. 

Hemavathi 

and R. Latha 

(2023)  

Class-

imbalanced 

intrusion 

detection 

CGAN, ELM, 

Z-score 

normalization, 

and LOA 

CGAN addressed 

class imbalance, while 

LOA optimized ELM 

parameters 

Imbalanced data 

and optimization 

complexity 

Develop robust 

models for highly 

imbalanced and 

evolving attack data 

 

V. CONCLUSION AND FUTURE WORK 

AI has been an effective weapon in the battle against 

network threats, especially in the area of NIDS 

improvement. When it comes to automated traffic 

analysis and the identification of harmful behavior, AI 

has shown to be a formidable ally in the field of network 

intrusion detection. In this review the basic concept of 

the NIDS was reviewed, followed by the various 

intrusion detection techniques, data pre-processing 

techniques and ML techniques in network security. 

Signature-based methods still work for known attacks 

while anomaly- and behavior-based methods give more 

capabilities to detect unknown and evolving threats. 

DTs, KNN, and ANN are well suited to classification 

tasks, and RNN, DNN, and CNN are well suited for 

learning complex patterns from network data. The ML-

based applications of the NIDS are used for identifying 

DoS/DDoS attacks, Malware detection, Botnets, Brute 

force attack, Intrusion in IoT and Critical Infrastructure. 

Data quality and class imbalance are still issues, as well 

as computational complexity, overfitting and 

adaptability. In conclusion, intelligent and adaptive 

ML-based NIDS solutions play a pivotal role in 

enhancing network security in the ever-evolving 

landscape of cyber threats. 

Further research is required to develop adaptive 

lightweight ML-based NIDS with real-time capability of 

detecting zero-day and evolving attacks. Future 

research will also explore Hybrid ML-DL models, 

Explainable AI, Federated Learning, Secure feature 

selection, and real-world datasets, to enhance the 

scalability, privacy, explainability, and generalization of 

ML in various network contexts.  
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