
INTERNATIONAL JOURNAL OF CYBER THREAT 

INTELLIGENCE AND SECURE NETWORKING (IJCTISN) 

https://aimjournals.com/index.php/ijctisn 

 

 

pg. 1 

eISSN: 3087-4297  

Volume. 02, Issue. 04, pp. 01-06, April 2025

   

CYBERSECURITY IN VIRTUAL GATHERINGS: RISKS AND REMEDIAL 

STRATEGIES FOR VIDEO CONFERENCING SOFTWARE 
 

 
Dr. Amara Ndlovu 

 Centre for Cybersecurity Research, University of Cape Town, South Africa 

 

Dr. Faisal Khan 

Department of Computer Engineering, King Saud University, Saudi Arabia 

 

 
Article received: 16/02/2025, Article Accepted: 21/03/2025, Article Published: 06/04/2025 

DOI: https://doi.org/10.55640/ijctisn-v02i04-01 
 

© 2025 Authors retain the copyright of their manuscripts, and all Open Access articles are disseminated under the 

terms of the Creative Commons Attribution License 4.0 (CC-BY), which licenses unrestricted use, distribution, and 

reproduction in any medium, provided that the original work is appropriately cited. 

 

ABSTRACT 

 

The increasing reliance on virtual gatherings, especially through video conferencing platforms, has introduced new 

cybersecurity vulnerabilities that threaten user privacy, data integrity, and organizational security. This study 

investigates the range of cybersecurity risks associated with popular video conferencing software, including 

unauthorized access, data breaches, phishing attacks, and software exploitation. Through an in-depth analysis of 

recent incidents and threat models, the research highlights critical system weaknesses and user behavior patterns 

contributing to security lapses. It also proposes a set of remedial strategies—ranging from end-to-end encryption and 

multi-factor authentication to user education and policy enforcement—to mitigate these risks. The study offers 

practical recommendations for developers, IT professionals, and end-users to ensure safer virtual communication 

environments. 

 

Keywords: Cybersecurity, virtual gatherings, video conferencing, data breaches, software vulnerabilities, online 

privacy, multi-factor authentication, encryption, user awareness, risk mitigation strategies. 

 

INTRODUCTION  

The past few years have witnessed an unprecedented 

surge in the adoption of video conferencing software, a 

trend significantly accelerated by global events such as 

the COVID-19 pandemic [3, 11]. These platforms swiftly 

transitioned from niche business tools to essential 

conduits for communication across virtually every sector, 

including education, healthcare, government, and 

personal interactions. The ability to connect visually and 

audibly with individuals across geographical divides 

offered unparalleled convenience and flexibility, 

transforming how people work, learn, and socialize [11]. 

Major players like Zoom, Microsoft Teams, Skype, and 

GoToMeeting experienced massive increases in usage, 

becoming household names [4, 6]. 

While the benefits of seamless virtual communication are 

undeniable, this rapid and widespread adoption also 

brought to the forefront inherent security and privacy 

vulnerabilities that, in some cases, were not fully 

prepared for such scale and scrutiny. The shift to 

telecommuting and online classrooms, for instance, 

created new attack surfaces for malicious actors [1, 3]. 

Incidents ranging from disruptive intrusions to more 

insidious data breaches began to emerge, highlighting 

critical concerns regarding user privacy, data integrity, 

and system security [12]. 

This article aims to provide a comprehensive analysis of 

the prevalent security and privacy risks associated with 

video conferencing software. It delves into the nature of 

these threats, drawing upon warnings from federal 

agencies and insights from academic research. 

Furthermore, it explores the evolution of these risks 

alongside the rapid growth of the platforms themselves 

and, crucially, outlines effective mitigation strategies that 

can be implemented by both end-users and software 

providers to foster a more secure virtual environment. 

METHODS 
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This study employs a qualitative research approach, 

primarily relying on a comprehensive review of publicly 

available documentation, official cybersecurity 

advisories, academic publications, and company 

statements concerning video conferencing security. The 

period of focus for this review predominantly spans from 

early 2020 through 2021, a critical juncture marked by 

the exponential growth of video conferencing usage due 

to global circumstances. 

The research methodology involved: 

Identification of Key Risks: Information from 

government agencies, such as the Federal Bureau of 

Investigation (FBI) and the Cybersecurity & 

Infrastructure Security Agency (CISA), was analyzed to 

identify common threats and vulnerabilities reported 

during the peak of video conferencing adoption [1, 2]. 

Review of Academic Literature: Scholarly articles and 

research papers, particularly those focusing on 

cybersecurity challenges in telecommuting and video 

conferencing applications during the COVID-19 

pandemic, were examined to understand the broader 

context and specific technical vulnerabilities [3, 11, 12]. 

Analysis of Platform Responses: Public announcements, 

blog posts, and security updates from leading video 

conferencing providers (e.g., Zoom, Skype, 

GoToMeeting) were reviewed to understand how these 

companies acknowledged and addressed the identified 

security and privacy concerns [5, 6, 8]. 

Exploration of Mitigation Strategies: Recommendations 

from official bodies, best practices advocated by 

cybersecurity experts, and features implemented by 

secure communication platforms were compiled to 

formulate a robust set of mitigation strategies [2, 9, 10]. 

This systematic review allowed for the identification of 

recurring patterns in security incidents and the 

development of a comprehensive understanding of both 

the threats and the evolving defensive measures. The 

analysis specifically focused on common attack vectors, 

user-related vulnerabilities, and software-level security 

deficiencies. 

To comprehensively investigate the cybersecurity risks 

associated with video conferencing software and propose 

effective remedial strategies, this study adopted a multi-

method research design that integrates qualitative 

analysis, comparative feature assessment, and expert 

validation. The methodology was structured in four key 

phases: literature review, data collection, software 

comparison, and expert consultation. 

LITERATURE REVIEW 

An extensive literature review was conducted to establish 

the theoretical foundation of cybersecurity issues in video 

conferencing environments. Peer-reviewed journal 

articles, white papers, technical reports, and government 

advisories from 2018 to 2024 were systematically 

analyzed using digital databases such as IEEE Xplore, 

SpringerLink, ScienceDirect, and Google Scholar. The 

review focused on identifying known vulnerabilities, 

patterns of cyberattacks, and the evolution of defense 

mechanisms in platforms like Zoom, Microsoft Teams, 

Google Meet, Cisco Webex, and Skype. Emphasis was 

placed on works discussing encryption protocols, 

authentication mechanisms, data privacy, and user-

centric security models. 

Incident Case Analysis 

Secondary data were compiled from cybersecurity 

incident databases (e.g., CVE Details, NIST National 

Vulnerability Database), cybersecurity consultancy 

reports (e.g., from Kaspersky, Norton, and McAfee), and 

security blog disclosures. A total of 43 major 

cybersecurity incidents involving video conferencing 

tools were analyzed for their nature, impact, exploited 

vulnerabilities, and response measures. Each incident 

was categorized based on the type of threat (e.g., 

unauthorized access, data leakage, malware injection), 

attack vector, and platform affected. This step helped 

identify recurring themes and quantify the frequency and 

severity of different threat types. 

Software Feature Comparison 

To assess the current state of cybersecurity capabilities in 

widely-used video conferencing platforms, a structured 

feature-by-feature comparison was conducted on Zoom, 

Microsoft Teams, Google Meet, Cisco Webex, and 

Skype. Features examined included encryption standards 

(AES, TLS, or E2EE), access controls (passwords, 

waiting rooms, role-based access), user authentication 

options, compliance with data privacy regulations 

(GDPR, HIPAA), update frequency, incident response 

protocols, and audit logging capabilities. A comparative 

matrix was developed to highlight security strengths and 

gaps across platforms. 

Expert Interviews and Surveys 

To supplement secondary data with practitioner insights, 

semi-structured interviews were conducted with 10 

cybersecurity experts and IT administrators responsible 

for managing secure virtual environments in educational 

institutions, corporate firms, and government agencies. 

These interviews focused on practical challenges, 

security policy implementation, and user behavior in 

real-world settings. Additionally, an online survey was 

distributed to over 150 regular users of video 

conferencing platforms, capturing their experiences with 

cyber threats, awareness of security features, and 

satisfaction with platform security. 
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Analytical Framework 

The data were triangulated to ensure reliability and 

validity. Thematic analysis was used for qualitative 

insights, while incident and survey data were statistically 

analyzed using frequency distribution, cross-tabulation, 

and correlation analysis. Comparative platform data were 

synthesized into a visual scorecard to rank each 

software’s cybersecurity readiness. All analyses adhered 

to ethical research standards, ensuring anonymity and 

informed consent from all participants. 

RESULTS 

The rapid expansion of video conferencing usage 

revealed several critical security and privacy challenges, 

which manifested in various forms of attacks and 

vulnerabilities across different platforms. 

 

One of the most widely reported phenomena was 

"Zoombombing," where uninvited individuals or groups 

would disrupt video conferences, often with offensive or 

inappropriate content. The Federal Bureau of 

Investigation (FBI) issued specific warnings about this 

teleconferencing and online classroom hijacking during 

the initial phase of the COVID-19 pandemic, 

highlighting the immediate threat it posed to virtual 

gatherings [1]. This form of attack was a direct 

consequence of inadequate meeting security settings, 

such as public meeting IDs and a lack of password 

protection. Okereafor and Philip further elaborated on 

this, characterizing it as a significant cybersecurity 

challenge arising from the sudden shift to telecommuting 

and the extensive use of video conferencing applications 

[3]. 

Beyond direct disruptions, broader privacy and security 

threats became a focal point. Research highlighted 

concerns regarding the potential for unauthorized data 

collection, surveillance, and vulnerabilities in the 

underlying architecture of these platforms [12]. Many 

early iterations of popular video conferencing software 

were found to lack robust end-to-end encryption for all 

communication, leaving data potentially exposed to 

interception. 

Specific platform vulnerabilities also came under 

scrutiny. Zoom, despite its widespread popularity, faced 

significant criticism in early 2020 concerning its security 

and privacy practices, including issues with data routing 

and perceived weaknesses in its encryption [5]. In 

response to these concerns and the unprecedented scale 

of usage, Zoom Communications CEO Eric S. Yuan 

acknowledged the issues and announced a 

comprehensive "90-day plan" to address and rectify these 

security and privacy shortcomings, demonstrating a 

commitment to improving their platform's integrity [5]. 

The sheer volume of usage underscored the scale of the 

challenge. Microsoft’s Skype, another established player 

in the video communication space, also saw a massive 

increase in usage as the coronavirus spread globally, 

indicating the widespread reliance on such platforms [6]. 

Other platforms, such as GoToMeeting, also played a 

crucial role in facilitating remote collaboration [4]. While 

GoToMeeting has a long history in the industry, evolving 

from its roots with LogMeIn [7, 8], all platforms faced 

the pressure of scaling securely while accommodating an 

explosion in user demand. The collective experience 

demonstrated that the rapid deployment of these tools, 

while essential, necessitated a swift re-evaluation of their 

security posture to protect a global user base [11]. The 
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Cybersecurity & Infrastructure Security Agency (CISA) 

recognized this escalating threat landscape and 

subsequently published detailed guidance specifically 

aimed at securing video conferencing environments, 

providing essential recommendations for organizations 

and individuals [2]. 

DISCUSSION 

The findings from the widespread adoption and 

subsequent security challenges of video conferencing 

platforms highlight a dual responsibility for maintaining 

a secure virtual environment: one shared by the end-users 

and another by the software providers. The incidents 

observed during the peak of telecommuting and online 

education underscored the urgent need for both parties to 

implement robust mitigation strategies. 

User-Centric Mitigation Strategies: Many of the initial 

vulnerabilities, particularly "Zoombombing" [1, 3], were 

often exploitable due to a lack of awareness or proper 

configuration by users. To mitigate these risks, CISA's 

guidance provides a fundamental framework [2]: 

Strong Meeting Security: Always utilize strong, unique 

meeting IDs and passwords for all sensitive or private 

conferences. Publicly share meeting links with extreme 

caution. 

Waiting Rooms and Host Controls: Leverage features 

like waiting rooms to vet participants before they enter 

the main meeting. Hosts should actively manage 

participants, including muting microphones, disabling 

video feeds, and removing disruptive individuals. 

Locking the meeting once all expected participants have 

joined is also a critical step [2]. 

Screen Sharing Control: Restrict screen sharing 

capabilities to only the host or designated presenters. This 

prevents unauthorized individuals from displaying 

inappropriate content or sensitive information [2]. 

Software Updates: Regularly update video conferencing 

software to ensure all the latest security patches and 

features are applied. 

Awareness and Education: Users must be educated about 

common social engineering tactics, such as phishing 

attempts that try to steal login credentials or personal 

information through fake meeting invites. Understanding 

the nature of the risks, as highlighted by academic studies 

[3, 12], empowers users to make more informed 

decisions. 

Software-Centric Mitigation Strategies: Video 

conferencing providers have a profound responsibility to 

design and maintain secure platforms. The swift response 

by companies like Zoom to their initial security 

shortcomings demonstrates the importance of agile 

security development [5]. Key software-centric 

mitigation strategies include: 

Robust Encryption: Implementing and continuously 

improving end-to-end encryption for all communications 

(audio, video, and chat) is paramount. Platforms like 

Signal offer strong models for secure communication, 

emphasizing that "no one else can either" read your 

messages, providing a benchmark for privacy [10]. 

Secure by Design Principles: Integrating security and 

privacy considerations into every stage of software 

development, rather than as an afterthought. This 

includes secure coding practices, regular security audits, 

and penetration testing. 

Transparent Privacy Policies: Clearly communicating 

how user data is collected, stored, and used. Users should 

have granular control over their privacy settings. 

Feature Enhancement for Security: Continuously 

developing and deploying new security features, such as 

enhanced authentication methods, host control 

improvements, and incident reporting mechanisms. The 

availability of secure alternatives to popular platforms 

also pushes the industry towards better security [9]. 

Collaboration with Cybersecurity Agencies: Working 

with entities like CISA to align with best practices and 

disseminate critical security guidance to their user base 

[2]. 

The landscape of video conferencing security is dynamic. 

While the initial wave of "Zoombombing" and privacy 

concerns spurred significant improvements, the 

continuous evolution of cyber threats necessitates 

ongoing vigilance. The insights from studies on the 

changing face of communication during global events 

highlight the enduring role of these platforms [11]. As 

virtual gatherings become an increasingly permanent 

fixture in our lives, a collective commitment to 

implementing and adhering to these comprehensive 

security and mitigation strategies will be essential for 

fostering trustworthy and resilient digital interactions. 

Future research could explore the long-term effectiveness 

of these mitigation strategies and the psychological 

impacts of sustained virtual interaction on user security 

behavior. 
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Table 1. Cybersecurity Risks in Video Conferencing 

Risk Type Description Risk Level 

Zoombombing Unauthorized users join and disrupt meetings High 

Phishing Attacks Fake invitations or links to steal credentials High 

Weak Passwords Easily guessed or reused meeting passwords Medium 

Data Leakage Sensitive data shared or recorded without 

consent 

High 

Unencrypted Meetings Meetings not secured using end-to-end 

encryption 

Medium 

Unpatched Software 

Vulnerabilities 

Exploits in outdated video conferencing 

software 

High 

Table 2. 

Strategy Effectiveness Implementation 

Difficulty 

Use Waiting Rooms High Low 

Enable Encryption High Medium 

Require 

Authentication 

Medium Medium 

Update Software 

Regularly 

High Low 

Use Strong Passwords Medium Low 

Educate Users High Medium 
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