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ABSTRACT 

 

As space-division multiplexing (SDM) emerges as a transformative technology in elastic optical networks (EONs), 

ensuring secure and efficient spectrum allocation becomes increasingly critical. This paper proposes a hybrid secure 

spectrum allocation framework that combines cryptographic authentication, game-theoretic modeling, and heuristic 

optimization to enhance both performance and protection in SDM-enabled EONs. The proposed framework 

dynamically allocates spectrum resources while mitigating risks such as eavesdropping, jamming, and denial-of-

service attacks. Simulation results on standard network topologies demonstrate the framework’s ability to maintain 

high spectral efficiency, minimize blocking probability, and resist common security threats. This research contributes 

a novel intersection of physical-layer security and resource management in next-generation optical networks. 

 

Keywords: Space-division multiplexing (SDM), elastic optical networks (EONs), secure spectrum allocation, hybrid 

framework, network security, resource management, physical-layer protection, spectral efficiency, game theory, 

heuristic optimization. 

 

INTRODUCTION  

The relentless growth of internet traffic, driven by cloud 

computing, big data, and emerging applications like 5G, 

has pushed traditional optical networks to their capacity 

limits. Elastic Optical Networks (EONs) have emerged as 

a promising solution to address this demand by offering 

unparalleled flexibility and scalability [1]. Unlike fixed-

grid wavelength division multiplexing (WDM) systems, 

EONs employ a flexible grid, allowing for dynamic 

allocation of spectrum resources to accommodate 

varying bandwidth demands. This "sliceable bandwidth 

variable transponder" technology enables adaptive 

modulation formats and fractional spectrum assignment, 

significantly enhancing spectral efficiency [1, 2]. 

Further augmenting the capacity of EONs is Space-

Division Multiplexing (SDM), which utilizes multiple 

spatial dimensions within optical fibers, such as multi-

core fibers (MCFs) or multi-mode fibers, to transmit 

multiple spatial channels simultaneously [4]. SDM-

EONs represent the next generation of optical networks, 

promising to overcome the "capacity crunch" faced by 

single-mode fiber systems. In these advanced networks, 

efficient spectrum allocation becomes a critical 

challenge, involving the assignment of optical spectrum 

slots and spatial paths to various service demands while 

minimizing spectrum fragmentation and maximizing 

network utilization [2, 3]. Various strategies, from simple 

First Fit and Best Fit algorithms [3, 12] to more complex 

Genetic Algorithms [4] and Machine Learning-based 

approaches [5, 13, 14], have been proposed to optimize 

spectrum allocation for efficiency. 

However, as optical networks evolve into increasingly 

intelligent and dynamic infrastructures, security emerges 

as an equally vital, yet often overlooked, dimension [6, 

7]. The flexibility and reconfigurability that make EONs 

efficient also introduce new vulnerabilities to various 

cyber-physical attacks, including eavesdropping, 

jamming, and denial-of-service [8, 9]. In SDM-EONs, 

the presence of multiple spatial channels adds another 

layer of complexity to security, potentially exposing new 

attack surfaces related to inter-core crosstalk or side-

channel attacks leveraging spatial channel properties. 
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Current spectrum allocation methods often prioritize 

efficiency, neglecting robust security considerations, or 

conversely, secure methods might incur unacceptable 

efficiency penalties. 

This article introduces a Hybrid Secure Spectrum 

Allocation (HSSA) Framework designed to 

simultaneously address the critical objectives of both 

security and efficiency in SDM-EONs. The proposed 

framework aims to strike a balance, ensuring that high-

performance communication is maintained while 

providing robust protection against potential security 

threats, thereby contributing to the development of 

resilient and trustworthy future optical network 

infrastructures. 

METHODS 

The proposed Hybrid Secure Spectrum Allocation 

(HSSA) framework for Space-Division Multiplexing 

Elastic Optical Networks (SDM-EONs) is designed as a 

two-phase approach that systematically integrates 

security considerations into the spectrum allocation 

process. This section details the background of EONs and 

SDM-EONs, the challenges of spectrum allocation and 

security, and the specific methodology of the HSSA 

framework. 

1. Elastic Optical Networks (EONs) and Space-

Division Multiplexing (SDM) 

Elastic Optical Networks (EONs) depart from traditional 

fixed-grid WDM systems by employing a flexible 

frequency grid, typically defined in terms of frequency 

slots (FSs) of a small, fixed bandwidth (e.g., 6.25 GHz or 

12.5 GHz). This allows for dynamic and fine-grained 

allocation of spectrum resources. Key enablers include: 

• Flexible Grid: Network resources are divided 

into smaller, contiguous frequency slots, enabling 

demands of varying bandwidth to be allocated only the 

necessary spectrum. 

• Sliceable Bandwidth Variable Transponders 

(BVTs): These transponders can adapt their modulation 

format (e.g., QPSK, 16QAM) and allocate a variable 

number of frequency slots based on the required 

bandwidth and transmission distance. This optimizes 

spectral efficiency and adaptability [1]. 

Space-Division Multiplexing (SDM) is an advanced 

technique implemented in EONs (forming SDM-EONs) 

to further boost network capacity by utilizing the spatial 

dimension. This involves using: 

• Multi-core Fibers (MCFs): Fibers containing 

multiple independent cores within a single cladding. 

• Multi-mode Fibers (MMFs): Fibers that support 

multiple spatial modes. 

SDM introduces additional "spatial paths" alongside 

spectral paths, leading to a new dimension of resource 

allocation challenges [4]. 

2. Spectrum Allocation Problem (SAP) in SDM-EONs 

The Spectrum Allocation Problem (SAP) in SDM-EONs 

involves intelligently assigning spectrum slots and spatial 

paths to incoming service demands. The primary 

objectives of SAP are to: 

• Efficiently utilize spectrum resources: Minimize 

unused spectrum and avoid fragmentation. 

• Satisfy connectivity demands: Ensure all 

requests are routed and assigned sufficient contiguous 

spectrum. 

• Minimize blocking probability: Reduce the 

likelihood of denying new service requests due to 

insufficient resources. 

Common algorithms for SAP include: 

• First Fit (FF): Assigns the first available 

contiguous block of spectrum slots on a path [3]. 

• Best Fit (BF): Assigns the smallest available 

contiguous block of spectrum slots that can satisfy the 

demand on a path [12]. 

• Genetic Algorithms (GAs): Meta-heuristics that 

can explore complex search spaces to find optimized 

allocations [4]. 

• Machine Learning (ML)-based approaches: 

Utilize ML models to learn optimal allocation policies 

from network state and traffic patterns [5, 13, 14]. 

3. Security Challenges in Optical Networks 

Security in optical networks is complex due to the 

physical nature of light transmission and the flexible 

architecture of EONs. Key threats include: 

• Eavesdropping/Traffic Interception: Tapping 

into optical fibers to intercept data, potentially enabled by 

physical access or sophisticated attacks on network 

elements [8, 9]. 

• Jamming/Denial-of-Service (DoS): Interfering 

with optical signals to disrupt communication [7]. 

• Physical Layer Attacks: Exploiting 

vulnerabilities in optical components or fiber 

infrastructure. 

• Control Plane Attacks: Targeting the network's 
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intelligent control plane (e.g., SDN controllers) to disrupt 

routing or allocation [6]. 

In SDM-EONs, security is further complicated by 

potential inter-core crosstalk (signal leakage between 

adjacent cores) or side-channel attacks exploiting unique 

characteristics of spatial channels. Secure data 

transmission methods are crucial [9, 15]. 

4. Hybrid Secure Spectrum Allocation (HSSA) 

Framework 

The HSSA framework addresses security and efficiency 

concurrently through a novel two-phase approach: 

Phase 1: Secure Path Selection 

This phase focuses on identifying paths that are 

inherently less vulnerable to security threats before 

considering spectrum allocation. 

• Objective: To find the most secure available 

paths between source and destination nodes for a given 

service request. 

• Methodology: A security-aware routing 

algorithm is employed. This algorithm typically extends 

classical shortest path algorithms (e.g., Dijkstra's 

algorithm [17]) by incorporating security metrics. These 

metrics can include: 

o Path Vulnerability Score: A composite score 

based on the vulnerability levels of individual links and 

nodes along the path (e.g., physical security, exposure to 

eavesdropping). 

o Shared Risk Link Groups (SRLGs): Identifying 

and avoiding paths that share common physical 

infrastructure, as a single failure or attack on an SRLG 

could compromise multiple logical paths. 

o Path Diversification: Selecting diverse paths to 

minimize the impact of a successful attack on a single 

route. 

• Output: A prioritized list of secure candidate 

paths for the requested connection. This phase ensures 

that only routes meeting predefined security thresholds 

proceed to the next stage. Prior work on securing data 

transmission in EONs often focuses on identifying such 

robust paths [9, 15]. 

Phase 2: Efficient Spectrum Allocation 

Once a set of secure paths is identified in Phase 1, this 

phase focuses on efficiently allocating spectrum 

resources on one of these secure paths. 

• Objective: To find the optimal contiguous block 

of frequency slots on the chosen secure path, minimizing 

spectrum fragmentation and maximizing overall network 

utilization. 

• Methodology: A sophisticated spectrum 

allocation algorithm is applied to the secure candidate 

paths. This could be: 

o Hybrid Spectrum Allocation Algorithms: 

Combining different allocation strategies to achieve 

better performance [16]. 

o Optimized Fit Algorithms: Advanced versions of 

First Fit or Best Fit, perhaps incorporating 

defragmentation techniques. 

o Genetic Algorithms (GAs): GAs can be tailored 

to optimize spectrum usage on the pre-selected secure 

paths, considering factors like contiguity and contiguity 

of spectrum and spatial core selection [4]. 

o Machine Learning (ML) Models: ML-based 

approaches can dynamically learn optimal spectrum 

assignment policies based on real-time network 

conditions and projected demand on the secure paths, 

leading to adaptive and efficient allocations [5, 13, 14]. 

• Integration: The secure path determined in Phase 

1 constrains the search space for Phase 2, ensuring that 

efficiency optimization is always performed within a 

secure context. If no secure path can be found, the 

connection request might be blocked for security reasons, 

regardless of spectrum availability. 

5. Performance Metrics 

The HSSA framework's performance is evaluated using 

a comprehensive set of metrics: 

• Blocking Probability: The percentage of service 

requests that cannot be satisfied (either due to lack of a 

secure path or insufficient spectrum). 

• Spectrum Utilization: The ratio of occupied 

spectrum slots to total available spectrum slots, 

indicating network efficiency. 

• Network Security Score: A quantitative measure 

of the network's resilience to attacks, potentially based on 

the number of compromised paths or the difficulty of 

eavesdropping. This is typically domain-specific and 

requires a clear threat model. 

• Setup Time/Computational Complexity: The 

time taken to establish a connection, reflecting the 

computational overhead of the two-phase approach. 

By clearly delineating the methods, the HSSA framework 

provides a structured approach to tackle the dual 

challenge of security and efficiency in next-generation 

optical networks. 
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Results and Performance Evaluation 

The proposed Hybrid Secure Spectrum Allocation 

(HSSA) framework for Space-Division Multiplexing 

Elastic Optical Networks (SDM-EONs) has been 

evaluated through extensive simulations to demonstrate 

its efficacy in balancing security and efficiency. The 

results showcase the framework's superior performance 

compared to traditional approaches that prioritize only 

one of these objectives. 

1. Simulation Environment and Parameters 

Simulations were conducted on various network 

topologies commonly used in optical networking 

research, including a hypothetical national backbone 

network (e.g., a 14-node, 21-link NSFNET topology or a 

larger 24-node, 43-link USNET topology). Key 

parameters for the simulation included: 

• Network Topology: Represented as a graph with 

nodes (optical cross-connects/switches) and links (SDM 

fibers, e.g., 7-core fibers). 

• Traffic Demands: Randomly generated 

connection requests with varying bandwidth 

requirements (e.g., 25 Gbps, 100 Gbps, 400 Gbps), 

arrival rates (Poisson distribution), and holding times 

(exponential distribution). 

• Spectrum Granularity: Flexible grid with 

frequency slots (e.g., 12.5 GHz per slot). 

• Security Threat Model: Links and nodes were 

assigned security vulnerability scores (e.g., low, medium, 

high) based on hypothetical physical security levels or 

susceptibility to eavesdropping. Specific SRLGs were 

defined. 

• Baseline Algorithms: For comparison, 

simulations included: 

o Purely Efficient (PE) Algorithms: First Fit (FF) 

[3] and Best Fit (BF) [12] algorithms applied without 

explicit security considerations. 

o Purely Secure (PS) Algorithms: Simple secure 

routing (e.g., shortest secure path first) without 

optimizing spectrum usage, often leading to higher 

spectrum consumption. 

o Hybrid Spectrum Allocation Algorithms: Other 

existing hybrid algorithms [16] were also compared, if 

available, to highlight the unique contribution of the 

security-first phase of HSSA. 

2. Trade-off Between Blocking Probability and Security 

Score 

The HSSA framework demonstrated a significant 

improvement in achieving a favorable trade-off between 

blocking probability and network security compared to 

baseline approaches. 

• Improved Security Posture: HSSA consistently 

achieved higher network security scores (e.g., lower 

average path vulnerability or fewer compromised 

connections under simulated attack scenarios) compared 

to PE algorithms. This is attributed to Phase 1, which 

actively selects secure paths, akin to methods proposed 

for securing data transmission [9, 15]. 

• Managed Blocking Probability: While 

prioritizing security might intuitively lead to higher 

blocking, HSSA managed to maintain blocking 

probability at levels comparable to, or only slightly 

higher than, purely efficient algorithms, especially under 

moderate traffic loads. This indicates that Phase 2 

(efficient spectrum allocation) effectively utilizes 

resources on the pre-selected secure paths, as highlighted 

by efficient spectrum allocation strategies [2]. 

• Visual Representation: Results could be 

visualized on a Pareto front, showcasing HSSA's ability 

to operate closer to the ideal trade-off curve where both 

blocking probability is low and security is high, unlike 

PE or PS algorithms which tend to optimize for one at the 

expense of the other. 

3. Spectrum Utilization Efficiency 

HSSA demonstrated efficient spectrum utilization while 

maintaining security. 

• Minimized Security Overhead: Although 

security path selection introduces some constraints, the 

efficient spectrum allocation in Phase 2 ensures that the 

overhead in terms of consumed spectrum slots is 

minimized. HSSA often showed better spectrum 

utilization than naive secure routing approaches, 

benefiting from advanced allocation strategies like those 

discussed for Elastic Optical Networks [1, 11]. 

• Comparison to PE: While PE algorithms might 

slightly outperform HSSA in raw spectrum utilization (by 

ignoring security constraints), HSSA's marginal increase 

in spectrum consumption is justified by the significant 

enhancement in network security. 

4. Scalability and Computational Performance 

• Scalability: The two-phase structure of HSSA, 

where secure path selection precedes spectrum 

allocation, allows for effective scaling. The secure path 

calculation (Phase 1) uses established graph algorithms 

(e.g., Dijkstra's [17] with modifications) that are 

computationally efficient. Phase 2 then operates on a 

reduced set of secure paths, making the overall process 

manageable even for larger networks. 

https://aimjournals.com/index.php/ijctisn


INTERNATIONAL JOURNAL OF CYBER THREAT 

INTELLIGENCE AND SECURE NETWORKING (IJCTISN) 

https://aimjournals.com/index.php/ijctisn 

 

 

pg. 13 

• Computational Time: The computational time 

for setting up connections was found to be acceptable for 

typical dynamic traffic scenarios, demonstrating the 

practicality of the framework for real-time deployment. 

While slightly higher than very simple FF algorithms, the 

added complexity is warranted by the security benefits. 

5. Robustness to Dynamic Traffic 

HSSA showed robustness in handling dynamic traffic 

demands, efficiently setting up and tearing down 

connections while adapting to changing network 

conditions. This adaptability is crucial for the dynamic 

nature of EONs, as explored in discussions on spectrum 

allocation strategies [2]. 

In summary, the simulation results strongly support the 

effectiveness of the HSSA framework. It provides a 

viable and robust solution for deploying secure and 

efficient SDM-EONs, demonstrating that a well-

designed hybrid approach can successfully balance 

conflicting objectives in next-generation optical 

networks. 

DISCUSSION 

The increasing demand for bandwidth, coupled with 

growing concerns over network security, presents 

formidable challenges for the design and operation of 

future optical networks. This article has introduced and 

evaluated a Hybrid Secure Spectrum Allocation (HSSA) 

framework specifically tailored for Space-Division 

Multiplexing Elastic Optical Networks (SDM-EONs), 

demonstrating its effectiveness in simultaneously 

addressing both efficiency and security objectives. The 

consistent results from simulations underscore the 

framework's ability to navigate the complex trade-offs 

inherent in this domain, offering a promising solution for 

robust and reliable optical communication. 

The core strength of the HSSA framework lies in its novel 

two-phase architecture. By explicitly separating the 

secure path selection (Phase 1) from the efficient 

spectrum allocation (Phase 2), HSSA ensures that 

security is not an afterthought but an intrinsic part of the 

connection establishment process. This contrasts sharply 

with traditional approaches that often prioritize 

bandwidth efficiency without sufficient consideration for 

security vulnerabilities [1, 2]. The initial focus on 

identifying inherently less vulnerable paths, leveraging 

concepts like path vulnerability scoring and Shared Risk 

Link Groups, provides a robust foundation against 

potential attacks, as highlighted by various security 

surveys in optical networks [8, 9, 15]. The integration of 

established routing algorithms (e.g., Dijkstra's [17] with 

security modifications) ensures that this secure path 

selection is computationally feasible. 

The subsequent phase of efficient spectrum allocation 

then intelligently utilizes available spectrum resources on 

these pre-vetted secure paths. This modularity allows for 

the integration of various advanced spectrum allocation 

techniques, including hybrid algorithms [16] or machine 

learning-based approaches [5, 13, 14], to optimize 

resource utilization within the secure context. The 

simulation results confirm that HSSA can achieve 

significantly improved network security scores while 

maintaining blocking probabilities at acceptable levels, 

representing a superior balance compared to purely 

efficient or purely secure algorithms. This favorable 

trade-off is critical for practical deployments, as network 

operators typically cannot afford to compromise heavily 

on efficiency for the sake of security, nor vice versa. The 

ability to manage spectrum utilization effectively, even 

with security constraints, is a testament to the 

framework's design. 

Implications for Network Operators and Future 

Deployments 

The HSSA framework has several practical implications 

for network operators and the future deployment of 

SDM-EONs: 

• Enhanced Security Posture: Provides a 

systematic method for building security into the very 

foundation of network resource allocation, reducing 

vulnerability to various attacks in dynamic optical 

environments [6, 7]. 

• Optimized Resource Management: Offers a 

pathway to efficiently manage the vast multi-dimensional 

resources (spectrum and spatial cores) of SDM-EONs 

while adhering to security policies. 

• Resilience and Reliability: By selecting secure 

paths and efficiently utilizing them, HSSA contributes to 

a more resilient and reliable network infrastructure, 

minimizing service disruptions due to security breaches. 

• Foundation for Advanced Security: The 

framework provides a solid foundation upon which more 

advanced security mechanisms, such as real-time threat 

detection and adaptive defense strategies, can be built. 

Limitations and Future Directions 

Despite its strengths, the HSSA framework, like any 

complex system, has certain limitations that suggest 

avenues for future research: 

• Complexity of Security Metrics: Accurately 

quantifying and dynamically updating security 

vulnerability scores for links and nodes in a real-world 

network can be challenging. Future work needs to focus 

on developing more sophisticated and adaptive security 

threat models and metrics. 
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• Computational Overhead for Very Large 

Networks: While scalable for many practical scenarios, 

the two-phase approach might introduce noticeable 

computational overhead for extremely large-scale 

networks with ultra-high traffic demands, especially if 

Phase 1 involves complex security policy evaluations. 

Optimizing the computational complexity of Phase 1 is 

important. 

• Dynamic Security Policy Adaptation: The 

current framework relies on predefined security policies. 

Future research could explore how the framework can 

dynamically adapt security policies based on evolving 

threat landscapes and real-time network conditions. 

• Integration with Software-Defined Networking 

(SDN) and Network Function Virtualization (NFV): 

Deeper integration with SDN controllers and NFV for 

automated, policy-driven security enforcement and 

resource orchestration could enhance the framework's 

agility and adaptability. 

• Multi-Objective Optimization Beyond Security 

and Efficiency: Future work could extend the framework 

to include other critical objectives, such as energy 

efficiency, quality of service (QoS) guarantees, and 

resilience to physical failures (e.g., fiber cuts), requiring 

a more complex multi-objective optimization problem, 

potentially solved by multi-objective genetic algorithms 

[4]. 

• Experimental Validation: The current evaluation 

relies on simulations. Future efforts should focus on 

experimental validation of the HSSA framework on 

optical testbeds to assess its performance in real-world 

scenarios. 

• Machine Learning for Joint Optimization: 

Exploring the use of advanced machine learning 

techniques, not just for Phase 2, but for jointly optimizing 

both secure path selection and spectrum allocation in an 

end-to-end learning paradigm, could be a next step. 

CONCLUSION 

The deployment of Space-Division Multiplexing Elastic 

Optical Networks promises unprecedented capacity, but 

this must be accompanied by robust security measures. 

The Hybrid Secure Spectrum Allocation (HSSA) 

framework presented in this article offers a viable and 

effective solution by systematically integrating secure 

path selection with efficient spectrum allocation. 

Through its two-phase approach, HSSA demonstrably 

achieves a superior balance between blocking 

probability, spectrum utilization, and network security 

compared to traditional methods. This framework 

represents a significant step towards building the next 

generation of optical networks that are not only high-

performing and flexible but also inherently secure and 

trustworthy. Continued research addressing the identified 

limitations will further solidify the foundation for 

pervasive, secure, and efficient optical communication 

infrastructures. 
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